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E.ON RELIES ON INTELLIGENT
STAFF IDS WITH HIGHEST SECURITY
LEVEL

Background:

E.ON, the biggest energy provider  The reliability and security of information and communication tech-

with a turnover of more than nology is becoming more crucial in these times of globalization and

EURO 68 billion and a staff of  growing mobility. The reasons for this lie in the lack of caution ex-
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years ago ties and a dramatic increase in industrial espionage. In addition,
' companies have an ongoing interest in saving costs and optimizing

processes.

With the introduction of the new, intelligent staff ID, E.ON has
taken on precisely these concerns, i.e. reducing administrative
costs while simultaneously optimizing internal processes. The fo-
cus has been on rapid amortization with a high level of investment
security. Furthermore, the protection of personal staff data and
maximum user-friendliness are top priority at E.ON.

The solution:

Following a phase of extensive analysis of the technologies avail-
able on the market, E.ON has decided on a certificate-based secu-
rity solution using smart cards and USB tokens since only this can
meet the complex requirements.

Since 2004, an individual, personal, digital certificate has been
created for each employee, which is saved on a respective smart
card or USB token. This certificate enables a secure encryption
and signature function even in the case of different application
processes. The technology is based on the principle of two-factor
authentication: namely knowledge and ownership. The employee
must possess the USB token or smart card and know the individual
PIN. As a result, significantly higher security is ensured since only
the right combination allows access to the data and applications.

The smart cards and USB tokens are used for logical access to the
company's network (logon) as well as for the encryption of sensi-
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tive data and the signature of e-mails. Moreover, the smart card
and/or USB token guarantees simple and user-friendly authentica-
tion to the SAP system "My HR". The employee can now inde-
pendently change personal master data such as address or bank
information without fuss and delays. In addition, he/she can create
various workflows such as travel and vacation applications, training
registrations or travel expense accounts online and forward them
to his/her superior for further processing or tracking. The smart
card not only enables logical access at the computer, but also con-
nection to the contactless RFID interface for traditional functions
such as access to the premises, time recording and payments in
the cafeteria. The fact that all applications can be used with just
one card makes the solution extremely user-friendly and has met
with a correspondingly high level of acceptance among users.
Since every E.ON employee always carries the ID, and access to
the company network is only possible by means of the smart card,
unauthorized access and fraudulent use is prevented.

Employees who are out of the office and thus quite a distance from
the basis use their USB tokens to set up a secure, external con-
nection (remote access). In this way, they can use the USB token
to log on to the company network via a secure, encrypted VPN
connection, which allows them to use the work environment they
are familiar with when working externally.

As E.ON's partner, IDpendant maintains the client software and
ships the USB tokens, smart cards and readers for the intelligent
staff ID which in the meantime has been deployed worldwide and
excels with reliable functionality.
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